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Abstract 

Cyberbullying and online harassment of women have emerged as serious socio-legal challenges 

in India with the rapid growth of digital platforms and social media. Women increasingly face 

gender-based abuse in cyberspace in the form of cyberstalking, online threats, non-consensual 

sharing of intimate images, defamatory content, hate speech, and persistent trolling. Such acts not 

only violate a woman’s right to privacy and dignity but also discourage her participation in digital, 

professional, and public spaces. This research paper undertakes a legal study of cyberbullying and 

online harassment of women in India by examining the existing statutory framework, judicial 

responses, and enforcement mechanisms. The study analyses relevant provisions under the 

Information Technology Act, 2000, and criminal laws such as the Indian Penal Code and the 

Bharatiya Nyaya Sanhita, 2023, to assess their effectiveness in addressing technology-facilitated 

gender-based violence. It highlights significant gaps, including the absence of a comprehensive 

definition of cyberbullying, limited recognition of emerging harms such as deepfake abuse, and 

challenges in reporting and investigation. The paper also explores the socio-legal impact of online 

harassment on women’s mental well-being, freedom of expression, and access to justice. Through 

doctrinal analysis and illustrative case studies, the research emphasizes the need for gender-

sensitive legal reforms, stronger institutional support, and greater accountability of digital 

intermediaries. The study concludes that while Indian law provides partial remedies, a holistic and 

victim-centric approach is essential to ensure effective protection of women’s rights in cyberspace. 
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Introduction 

The rapid expansion of digital technology and internet access in India has significantly transformed 

modes of communication, social interaction, education, employment, and political participation. 

Social media platforms, online forums, messaging applications, and digital workspaces have 

created new opportunities for women to express opinions, access information, and participate in 

public discourse. However, alongside these benefits, the digital environment has also given rise to 

new forms of violence and abuse, particularly targeting women. Cyberbullying and online 

harassment have emerged as pervasive threats that undermine women’s safety, dignity, and 

equality in cyberspace. 

Cyberbullying and online harassment of women encompass a wide range of abusive behaviors 

carried out through digital means. These include cyberstalking, sending threatening or sexually 

explicit messages, spreading false or defamatory content, impersonation, doxxing, non-consensual 

sharing of intimate images, and large-scale coordinated trolling. Such acts often exploit anonymity 

and the rapid dissemination of content enabled by the internet, making the harm persistent and 

difficult to control. Unlike traditional forms of harassment, online abuse can transcend 

geographical boundaries, operate continuously, and reach a vast audience, thereby intensifying its 

psychological and social impact on victims. 

In India, the problem of cyber harassment of women is closely linked to existing gender 

inequalities and patriarchal attitudes. Women who express opinions on politics, religion, or social 

issues are frequently subjected to gendered abuse, threats of sexual violence, and character 

assassination. The consequences of such harassment extend beyond emotional distress, often 

leading to withdrawal from online spaces, loss of employment opportunities, damage to reputation, 

and serious mental health concerns. Fear of social stigma and lack of awareness further discourage 

many women from reporting cyber offences. 

From a legal perspective, India has attempted to address cybercrimes through statutes such as the 

Information Technology Act, 2000, and criminal law provisions dealing with sexual harassment, 

stalking, defamation, and intimidation. The introduction of the Bharatiya Nyaya Sanhita, 2023, 
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reflects an effort to modernize criminal law in response to emerging technological crimes. 

However, the absence of a comprehensive and gender-specific legal framework for cyberbullying 

and online harassment remains a significant challenge. Legal ambiguities, procedural delays, 

limited cyber forensic capacity, and inconsistent enforcement often result in inadequate protection 

and redressal for women victims. 

Against this background, the present study seeks to examine cyberbullying and online harassment 

of women in India from a legal perspective. It aims to analyse the existing statutory provisions, 

judicial interpretations, and practical challenges in implementation, while highlighting the urgent 

need for gender-sensitive legal reforms. By exploring the intersection of technology, gender, and 

law, this research emphasizes the importance of creating a safer and more inclusive digital space 

for women in India. 

Objectives of the Study 

1. To identify the specific forms of cyberbullying and harassment commonly faced by women 

online. 

2. To analyse the existing Indian legal framework addressing such offences. 

3. To assess the effectiveness and limitations of these legal provisions. 

4. To suggest legal, institutional, and technological reforms for better protection. 

5. To understand reporting mechanisms and judicial response to cases affecting women’s 

digital safety. 

Research Questions 

1. What forms of cyberbullying and online harassment are most frequently experienced by 

women on Indian digital platforms? 

2. How adequate are India’s current laws—such as the IT Act and BNS—in addressing 

gender-based digital abuse? 

3. What gaps exist in enforcement, definitions, and gender-sensitivity within the legal 

framework? 

4. How do existing legal provisions compare with best practices in global jurisdictions? 
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5. What reforms could enhance both prevention and redressal of cyber harassment against 

women in India? 

Literature Review 

A substantive body of literature highlights the rising trend of online gender-based harassment in 

India, including cyberstalking, revenge pornography, and deepfake dissemination. Studies 

underscore that existing statutes do not define key concepts like “digital violence” or “technology-

facilitated gender-based violence,” leading to legal ambiguity and inconsistent enforcement. In 

addition, global data suggests that a significant proportion of women lack adequate legal protection 

against digital abuse.  

Legal Framework in India 

The legal framework in India addressing cyberbullying and online harassment of women is 

primarily derived from a combination of cyber laws and general criminal laws, rather than a single 

comprehensive statute specifically dealing with gender-based digital violence. The principal 

legislation governing cyber offences is the Information Technology Act, 2000 (IT Act), which was 

enacted to regulate electronic communication and address cybercrimes. Although the Act does not 

expressly define or use the term “cyberbullying,” several of its provisions indirectly deal with acts 

that constitute online harassment. Section 66C penalizes identity theft and impersonation, which 

are commonly used to harass women online. Section 66E protects the right to privacy by 

criminalizing the capture, publication, or transmission of images of a woman’s private parts 

without consent. Sections 67 and 67A address the publication or transmission of obscene and 

sexually explicit material in electronic form, which are frequently invoked in cases involving non-

consensual sharing of intimate images and revenge pornography. However, the IT Act has been 

criticized for its limited scope, lack of victim-centric remedies, and absence of clear definitions 

tailored to gender-based cyber abuse. 

In addition to the IT Act, criminal law provisions play a crucial role in addressing online 

harassment of women. Earlier, the Indian Penal Code, 1860, and now the Bharatiya Nyaya Sanhita 

(BNS), 2023, contain several provisions applicable to cyber offences when read in a digital 

context. These include offences related to sexual harassment, stalking (including cyberstalking), 
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voyeurism, criminal intimidation, defamation, and outraging the modesty of a woman. The 

recognition of stalking and sexual harassment as punishable offences marked a significant step in 

acknowledging technology-facilitated abuse. However, these provisions are largely technology-

neutral and were not originally designed to address the unique nature of online harm, such as 

anonymous abuse, viral dissemination, and cross-border jurisdiction issues. 

Furthermore, intermediary guidelines and rules issued under the IT Act place certain obligations 

on social media platforms and digital intermediaries to remove unlawful content and provide 

grievance redressal mechanisms. While these rules aim to enhance accountability of online 

platforms, their enforcement remains inconsistent. Overall, although India’s legal framework 

provides fragmented remedies against cyberbullying and online harassment of women, the absence 

of a dedicated, gender-sensitive cyber violence law and challenges in implementation continue to 

limit its effectiveness. 

1. Information Technology Act, 2000 

The IT Act (and its amendments) deals with offences relating to digital communications, 

including: 

• Section 66C – Identity theft and hacking. 

• Section 66E – Privacy violation through capturing/transmitting private images. 

• Section 67/67A – Publishing or transmitting obscene or sexually explicit material without 

consent.  

2. Indian Penal Code (IPC) / Bharatiya Nyaya Sanhita (BNS), 2023 

Key provisions that address online misconduct include: 

• Section 354A – Sexual harassment (including online conduct). 

• Section 354C – Voyeurism and non-consensual distribution of visual material. 

• Section 354D – Stalking, including persistent online contact.  
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Other relevant provisions address intimidation, defamation, and insulting women’s modesty in 

digital communications. Moreover, the BNS (2023) modernises and consolidates certain offences 

from the IPC to address contemporary crimes.  

Case Laws on Cyberbullying & Online Harassment of Women in India 

1. Suhas Katti v. Tamil Nadu (2004) 

This landmark early case involved grievous online harassment of a woman by her acquaintance, 

who posted obscene, defamatory messages about her on a Yahoo group and created a fake email 

account in her name. The Chennai Metropolitan Magistrate convicted the accused under Section 

67 of the IT Act (publishing obscene material), Sections 469 and 509 of the IPC (forgery and 

insulting the modesty of a woman). The case also introduced principles for admissibility of 

electronic evidence under Section 65B of the Indian Evidence Act, setting foundational precedent 

for cybercrime trials in India.  

2. Ritu Kohli Case (2001) 

One of the first recognised cyberstalking cases in India, where the accused impersonated Ritu 

Kohli in online chat rooms, disclosed personal details, and caused obscene calls and harassment. 

Since specific cyberstalking laws did not exist then, the court applied Section 509 IPC (insulting 

a woman’s modesty) and Section 66 of the IT Act (offensive messages). This case helped establish 

that online harassment could be actionable even before specific cyber provisions were introduced.  

3. Mrs. Rehana Begum v. The Inspector of Police (Madras HC, 2022) 

In this Madras High Court case, the accused continued to repeatedly contact and harass his 

estranged wife online — sending abusive messages and private photographs and threatening to 

publish them. The court refused bail to the accused, recognising serious digital violation and 

affirming police action under multiple provisions, including Sections of the IT Act and IPC 

targeting obscenity and harassment. The case highlights the judiciary’s refusal to trivialise 

repetitive abusive conduct online.  
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4. Rituparna Roy v. State of West Bengal (Calcutta HC, 2022) 

The Calcutta High Court dealt with a matter where a woman was subjected to persistent 

cyberstalking, harassment and blackmail by her ex-partner. The court stressed the pressing need 

for gender-sensitive digital laws and better enforcement mechanisms for cybercrimes, echoing 

concerns over victims withdrawing complaints amid procedural delays. This case reflects judicial 

recognition of systemic gaps in handling online abuse against women.  

5. Vaibhav Singh v. State of NCT Delhi (Delhi HC) 

The Delhi High Court addressed social media impersonation and distribution of manipulated 

photographs (including issues akin to revenge pornography), confirming that such conduct violates 

a person’s right to privacy and reputation under Article 21 of the Constitution and must be acted 

upon promptly by police cybercells. This reinforces protection for women against digital 

impersonation and reputational harm.  

6. Kerala High Court: Need for Effective Cyberbullying Law (2025) 

In a notable judicial comment (not a judgment on merits), the Kerala High Court observed that 

existing legislation — including the newly enacted Bharatiya Nyaya Sanhita — does not 

adequately address cyberbullying and online harassment on social media, especially gendered 

online abuse. The court called for effective legal reforms specifically tailored to the digital age.  

7. Shreya Singhal v. Union of India (2015, Supreme Court) 

While not a gender-specific cyber abuse case, this crucial Supreme Court ruling struck down 

Section 66A of the IT Act — which criminalised ‘offensive’ online speech — as unconstitutional 

for violating free speech. The judgment reshaped the legal contours of online expression, 

intermediary liability and due process, influencing how online harassment cases are litigated and 

how content takedowns are regulated.  
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Analysis of Legal Adequacy 

The existing legal framework in India addressing cyberbullying and online harassment of women 

provides fragmented and indirect protection rather than a comprehensive and victim-centric 

remedy. While statutes such as the Information Technology Act, 2000 and criminal law provisions 

under the Indian Penal Code and the Bharatiya Nyaya Sanhita, 2023 offer avenues for legal action, 

their adequacy in addressing the complex and evolving nature of digital abuse remains limited. 

One of the most significant shortcomings is the absence of a clear statutory definition of 

cyberbullying or technology-facilitated gender-based violence. As a result, victims are compelled 

to rely on multiple provisions that were originally designed for offline offences, leading to 

inconsistent interpretation and application by law enforcement agencies and courts. 

Another major concern is the technology-neutral and largely gender-neutral approach of existing 

laws. Although gender neutrality is intended to ensure equality, it often fails to acknowledge the 

disproportionate impact of online harassment on women and the gendered nature of digital abuse, 

such as sexual threats, character assassination, and non-consensual circulation of intimate content. 

Emerging forms of cyber abuse, including deepfake pornography, AI-generated morphed images, 

coordinated trolling campaigns, and sextortion, are inadequately addressed under current statutes, 

creating legal loopholes that perpetrators exploit. Additionally, jurisdictional challenges arising 

from anonymous accounts, cross-border servers, and encrypted platforms further complicate 

investigation and prosecution. 

Enforcement mechanisms also reveal serious deficiencies. Many police officers lack specialised 

training in cyber forensics and gender-sensitive handling of complaints, resulting in delays, 

improper registration of FIRs, and secondary victimisation. Procedural complexities, fear of social 

stigma, and lack of awareness discourage women from reporting online abuse. Although 

intermediary guidelines impose certain obligations on social media platforms, compliance and 

accountability remain inconsistent. Overall, while Indian laws recognise certain aspects of cyber 

harassment, their limited scope, enforcement challenges, and failure to keep pace with 

technological advancements significantly undermine their effectiveness in protecting women from 

online harassment. 
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Conclusion 

Cyberbullying and online harassment of women in India reflect broader societal inequalities 

manifesting in digital spaces. While existing laws such as the IT Act and provisions within the 

IPC/BNS provide a legal basis to address many forms of online abuse, they remain inadequate for 

emerging threats and often lack enforcement clarity. Bridging legal gaps through gender-

responsive statutes, strengthening institutional mechanisms, and ensuring accountability of digital 

intermediaries are crucial for safeguarding women’s dignity, privacy, and equality online. 

Continued legal reform, coupled with societal and technological interventions, can help create 

safer and more equitable digital environments for women. 

Suggestions & Recommendations 

1. Comprehensive Legal Reform 

o Introduce a dedicated legal chapter on gendered digital violence. 

o Clearly define consent, digital harm, deepfake abuse, and sextortion. 

o Provide graded punishments based on severity and impact.  

2. Specialised Cyber Units with Gender Sensitivity 

o Establish women-led cybercrime cells across districts. 

o Mandatory gender-sensitivity training for law enforcement and judiciary.  

3. Platform Accountability 

o Strengthen intermediary liability to enforce rapid content removal (24–48 hours). 

o Mandate transparent grievance redressal mechanisms tailored to vulnerable users.  

4. Victim-Centric Support 

o 24/7 multilingual cyber helplines. 

o Fast-track courts for cyber harassment cases. 

5. Awareness & Education 

o Public awareness campaigns about legal rights and reporting mechanisms. 

o Digital literacy programs empowering women to navigate online risks. 
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